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QUALITY OF SERVICE HALF-DUPLEX MEDIA 
ACCESS CONTROLLER 

BACKGROUND 

[0001] The present invention relates generally to data communications, and 

particularly to implementing multiple classes of service within a half-duplex Ethernet 
media access controller with multiple priority-based output buffers. 

[0002] Ethernet is getting into the home in a big way. Consumers are increasingly 

taking advantage of the availability of broadband Internet access to the home. This 
broadband access generally takes the form of digital subscriber line (DSL) or a 
coaxial cable link that connects to a local area network (LAN) within the home 
through a DSL or cable modem. All cable and DSL modems terminate their LAN 
connection with a 10/100BASE-T Ethernet link. Historically this link serviced one 
computer. However, the current residential trend is toward multiple computers 
sharing the link. One solution is to connect the computers to the DSL or cable modem 
using a half-duplex hub. 

[0003] Home gateways have started to address these issues by initially adding 

repeaters and now switches along with firewall and router support in a single unit. 
The next issue to be addressed by these units is quality of service (QoS), also referred 
to as "classes of service." The class of service capability defined by the IEEE 802.1 
standard divides network traffic into several classes of service based on sensitivity to 
transfer latency, and prioritizes these classes of service. The highest class of service is 
usually devoted to network control traffic, such as switch-to-switch configuration 
messages. The remaining classes are usually devoted to user traffic. The two highest 
user traffic classes of service are reserved for streaming audio and streaming video. 
Because the ear is more sensitive to missing data than the eye, the highest of the user 
traffic classes of service is reserved for streaming audio. The remaining lower classes 
of service are reserved for traffic that is less sensitive to transfer latency, such as 
electronic mail and file transfers. 

[0004] However, current QoS implementations do not work on half-duplex links. A 

network is a collection of nodes interconnected by links. Each link may be full-duplex 
or half-duplex. Whether a link is full-duplex or half-duplex is determined by the 
physical layers of the nodes connected by the link. The physical layers attempt to 
auto-negotiate with each other to determine whether the link is to be full-duplex or 
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half-duplex. If either of the nodes is unable to auto-negotiate, or if one of nodes is a 
repeater, the link becomes half-duplex, and so cannot support simultaneous two-way 
traffic. 

FIG 1 shows a conventional implementation 100 of a home network with 
broadband access. A network 102 such as the Internet is connected by a broadband 
link to a modem 104. Modem 104 is connected by an Ethernet link to a terminal 114 
of a port 108 A of a conventional switch 106. Port 108B of switch 106 is connected by 
a terminal 1 16 to a repeater 1 10A that serves two personal computers 1 12A and 1 12B. 
Port 108C of switch 106 is connected to a repeater HOB that can serve additional 
computers. Repeaters 110 cannot auto-negotiate. Therefore the links connecting 
computers 112 to switch 106 must be half-duplex. 

FIG 2 shows a portion of a conventional half-duplex switch 206 that can act 
as switch 106 in the home network 100 of FIG 1. Each port 205 is connected to a 
channel such as the broadband links of FIG 1. These channels can include fiber optic 
links, wireline links, wireless links, and the like. Ports 205A and 205B communicate 
with each other through a switch controller 202 and a memory 204. Each port 
includes a media access controller (MAC) 206. MAC 206A includes a receiver 21 OA, 
a transmitter 212A, and a MAC controller 208A. Receiver 210A receives data 
arriving at terminal 214A, and places the data in memory 204 according to control 
signals asserted by switch controller 202. Transmitter 212A retrieves data from 
memory 204 according to control signals asserted by switch controller 202 and 
transmits the data at terminal 214B. MAC 206A includes a receiver 21 0B, a 
transmitter 212B, and a MAC controller 208B. Receiver 21 OB receives data arriving 
at terminal 216A, and places the data in memory 204 according to control signals 
asserted by switch controller 202. Transmitter 212B retrieves data from memory 204 
according to control signals asserted by switch controller 202 and transmits the data 
at terminal 216B. 

FIG 3 shows a simplified version of a transmit process 300 of switch 206 
according to the IEEE 802.1 standard. A frame of data received on some port 205 of 
switch 206 is stored in memory 204. After switch controller 202 determines the port 
205 from which the frame should be transmitted, the frame is ready for transmission. 
When a MAC controller 208 is ready to transmit a frame, switch controller 202 
assembles a frame that is ready for transmission (step 302) by moving the pointer to 
the frame into the MAC 206. MAC controller 208 includes an attempt counter that 
counts the number of transmission attempts for the current frame. When a new frame 
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is assembled for a MAC 206, the MAC controller 208 resets the attempt counter to 
zero (step 304). 

[0008] Transmitter 212 then waits until its channel is not busy (step 306). Transmitter 

212 then waits the interframe gap (step 308) before starting transmission of the frame 
(step 310). Transmitter 212 monitors the channel for collisions during transmission of 
the frame (step 312). If the transmission is completed without collision (step 314), 
MAC controller 208 asserts a "completed" signal, causing switch controller 202 to 
assemble a new frame (step 302). However, if a collision is detected, transmitter 212 
terminates the transmission (step 316) and sends a jam signal (step 318) to ensure that 
the other MAC involved in the collision detects the collision. 

[0009] When a transmitter 212 detects a collision, MAC controller 208 increments 

the attempt counter (step 320). If the count maintained by the attempt counter exceeds 
a predetermined attempt threshold (step 322), the transmission is deemed 
unsuccessful, the frame is discarded, and a new frame is assembled (step 302). 
However, if the attempt threshold has not been exceeded, MAC controller 208 
computes a back-off period (step 326) and waits until the back-off period has elapsed 
before attempting to transmit the frame again (step 328). 

[0010] Current QoS implementations that implement process 300 cannot function on 

half-duplex links for the following reason. Current QoS implementations can cause 
high-priority traffic to be delayed by low-priority traffic on a half-duplex link. The 
IEEE 802.1 standard requires the transmission of a packet be completed before 
transmitting the next packet. When the transmission of a low-priority packet is 
delayed by multiple collisions, any higher-priority packets behind the low-priority 
packet in the queue must wait until the collisions clear and the transmission of the 
low-priority packet is completed. The back-off algorithm can cause this delay to be as 
much as 7000 packet times. 

SUMMARY 

[001 1] In general, in one aspect, the invention features a computer program product, 

apparatus, and method for communicating on a half-duplex channel. It includes 
transmitting a first frame; terminating transmission of the first frame when a collision 
is detected during the transmission; and transmitting a second frame before 
retransmitting the first frame when the second frame has a higher class of service than 
the first frame. 
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[0012] Particular implementations can include one or more of the following features. 

Implementations can include sending a jam signal before transmitting the second 
frame. Implementations can include, after terminating the transmission, incrementing 
an attempt count; and discarding the first frame when the attempt count exceeds a 
predetermined attempt threshold. Each class of service has a predetermined attempt 
threshold, and implementations can include, after terminating the transmission, 
incrementing an attempt count; and discarding the first frame when the attempt count 
exceeds the predetermined attempt threshold for the class of service of the first frame. 
Implementations can include, after terminating the transmission, incrementing the 
attempt count; and discarding the first frame when the attempt count exceeds a 
predetermined attempt threshold and the class of service of the first frame falls below 
a predetermined discard threshold. 

[0013] Implementations can include computing a back-off period after terminating 

the transmission when no frame ready for transmission has a higher class of service 
than the first frame; and retransmitting the first frame when the back-off period has 
elapsed. Computing the back-off period includes computing the back-off period as a 
function of the class of service of the first frame. Each class of service has an attempt 
count, and implementations can include, after terminating the transmission, 
incrementing the attempt count for the class of service of the first frame and for any 
other class of service that is not greater than the class of service of the first frame and 
for which a frame is pending transmission; and discarding all pending frames having 
an attempt count that exceeds a predetermined attempt threshold. 

[0014] Implementations can include, before transmitting the second frame, 

transmitting a pending frame having a highest class of service that is less than the 
class of service of the first frame if the first frame was discarded. Each class of 
service has an attempt count and a predetermined attempt threshold, and 
implementations can include, after terminating the transmission, incrementing the 
attempt count for the class of service of the first frame and for any other class of 
service that is not greater than the class of service of the first frame and for which a 
frame is pending transmission; and discarding each pending frame when the attempt 
count for that frame exceeds the predetermined attempt threshold for the class of 
service for that frame. Each class of service has an attempt count, and 
implementations can include, after terminating the transmission, incrementing the 
attempt count for the class of service of the first frame and for any other class of 
service that is not greater than the class of service of the first frame and for which a 
frame is pending transmission; and discarding a given pending frame having an 
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attempt count that exceeds a predetermined attempt threshold when the class of 
service of the given pending frame falls below a predetermined discard threshold. 

Implementations can include computing a back-off period after terminating 
the transmission when no frame ready for transmission has a higher class of service 
than the first frame; and retransmitting the first frame when the back-off period has 
elapsed. Computing the back-off period includes computing the back-off period as a 
function of the class of service of the first frame. 

In general, in one aspect, the invention features a network switch that includes 
a first port in communication with a first half-duplex channel; a second port in 
communication with a second half-duplex channel; a memory; wherein the first port 
communicates with the second port via the memory; wherein the first port includes a 
first transmitter to transmit data over the first half-duplex channel; a first controller to 
terminate the first transmitter from transmitting a first frame of the data when a 
collision is detected during the transmission and to determine a class of service for 
each frame; and wherein the first transmitter transmits a second frame of the data 
before retransmitting the first frame when the second frame has a higher class of 
service than the first frame; and wherein the second port includes a second transmitter 
to transmit data over the second half-duplex channel; a second controller to terminate 
the second transmitter from transmitting a third frame of the data when a collision is 
detected during the transmission and to determine a class of service for each frame; 
and wherein the second transmitter transmits a fourth frame of the data before 
retransmitting the third frame when the fourth frame has a higher class of service than 
the third frame. 

The details of one or more implementations are set forth in the accompanying 
drawings and the description below. Other features will be apparent from the 
description and drawings, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG 1 shows a conventional implementation of a home network with 
broadband access. 

FIG. 2 shows a portion of a conventional half-duplex switch that can act as 
switch 106 in the home network of FIG 1. 

FIG 3 shows a simplified version of a transmit process of the switch of FIG 2 
according to the IEEE 802.1 standard. 
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FIG. 4 shows a portion of a half-duplex network switch according to one 
implementation. 

FIGS. 5 A and 5B show a transmit process of the switch of FIG. 4 according to 
one implementation. 

FIG. 6 shows a portion of a half-duplex network switch according to one 
implementation. 

FIGS. 7 A and 7B show a transmit process of the switch of FIG. 6 according to 
one implementation. 

The leading digit(s) of each reference numeral used in this specification 
indicates the number of the figure in which the reference numeral first appears. 

DETAILED DESCRIPTION 

FIG. 4 shows a portion of a half-duplex network switch 406 according to one 
implementation. Switch 406 can replace switch 106 in the home network 100 of FIG 
1. Ports 405 A and 405B communicate with each other through a switch controller 
402 and a memory 404. Each port includes a MAC 406. MAC 406A includes a 
receiver 410A, a transmitter 412A, and a MAC Quality of Service (QoS) controller 
408A. Receiver 410A receives data arriving at terminal 414A, and places the data in 
memory 404 according to control signals asserted by switch controller 402. 
Transmitter 412A retrieves data from memory 404 according to control signals 
asserted by switch controller 402 and transmits the data at terminal 414B. MAC 
406A includes a receiver 41 0B, a transmitter 412B, and a MAC QoS controller 408B. 
Receiver 410B receives data arriving at terminal 416A, and places the data in 
memory 404 according to control signals asserted by switch controller 402. 
Transmitter 412B retrieves data from memory 404 according to control signals 
asserted by switch controller 402 and transmits the data at terminal 416B. Each of 
receivers 410, transmitters 412, MAC QoS controllers 408, and switch controller 402 
can be implemented using hardware, software, or any combination thereof. In one 
implementation, MAC QoS controller 408 is a state machine. 

FIGS. 5A and 5B show a transmit process 500 of switch 406 according to one 
implementation. A frame of data received on some port 405 of switch 406 is stored in 
memory 404. After switch controller 402 determines the port 405 from which the 
frame should be transmitted, the frame is ready for transmission. In one 
implementation, memory 404 is segmented into different portions or queues for each 
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port 405. When a MAC QoS controller 408 is ready to transmit a frame, switch 
controller 402 assembles a frame that is ready for transmission (step 502) by moving 
the pointer to the frame into the MAC 406. MAC QoS controller 408 includes an 
attempt counter that counts the number of transmission attempts for the current frame. 
When a new frame is assembled for a MAC 406, the MAC QoS controller 408 resets 
the attempt counter to zero (step 504). 

[0028] Transmitter 412 then waits until its channel is not busy (step 506). Transmitter 

412 then waits the interframe gap (step 508) before starting transmission of the frame 
(step 510). Transmitter 412 monitors the channel for collisions during transmission of 
the frame (step 512). If the transmission is completed without collision (step 514), 
MAC QoS controller 408 asserts a "completed" signal, causing switch controller 402 
to assemble a new frame (step 502). However, if a collision is detected, transmitter 
412 terminates the transmission (step 525) and sends a jam signal (step 526) to ensure 
that the other MAC involved in the collision detects the collision. 

[0029] When a transmitter 412 detects a collision, MAC QoS controller 408 

increments the attempt counter (step 528). If the count maintained by the attempt 
counter exceeds a predetermined attempt threshold (step 530), the transmission is 
deemed unsuccessful, the frame is discarded (step 532), and a new frame is 
assembled (step 502). In one implementation, the attempt threshold is the same for all 
classes of service. In another implementation, each class of service has a 
predetermined attempt threshold. In that implementation, a frame is discarded when 
the attempt count exceeds the attempt threshold for the class of service of that frame. 
In another implementation, each class of service has a predetermined attempt 
threshold, and a predetermined discard threshold is implemented. In that 
implementation, a frame is discarded only when the attempt count exceeds the 
attempt threshold for the class of service of that frame and the class of service of that 
frame falls below the discard threshold. 

[0030] If the attempt threshold has not been exceeded (step 530), MAC QoS 

controller 408 causes switch controller 402 to determine whether a frame having a 
higher class of service than the collision frame (that is, the frame that just suffered a 
collision) is ready for transmission (step 536). In one implementation, MAC QoS 
controller 408 causes this by sending a "replace" signal to switch controller 402. If no 
higher-class frame is ready, switch controller 402 asserts a "retry" signal that causes 
MAC QoS controller 408 to compute a back-off period (step 538) and wait until the 
back-off period has elapsed (step 540) before attempting to transmit the collision 
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frame again (resuming at step 506). Li one implementation, the back-off period for a 
frame is computed as specified by IEEE standard 802.3. According to that standard, 
the back-off period is chosen as a number of slot times r where r is a uniformly- 
distributed random integer in the range: 

[0031] 

[0032] 0<r<2* (1) 

[0033] 

[0034] where 
[0035] 

, [0036] k = min(n,m) (2) 

3 [°037] 

si [0038] where n is the attempt count and m = 10. In another implementation, the back- 

I! off period for a collision frame is computed as a function of the class of service of the 

2 collision frame. For example, the range in equation (1) can be limited by computing 
1 ' range limit m as a function of the class of service. For example, one could set 

3 [0039] 

[°040] m = maxQoS(priority) (3) 

[0041] 

[0042] where maxQoS is the class of service of the collision frame (e.g., 4) and 

priority is the maximum back-off limit for the class of service of the collision frame. 

[0043] If a higher-class frame is ready, then switch controller 402 assembles the 

higher-class frame (step 542), which causes MAC QoS controller 408 to reset the 
attempt counter (step 544), and to attempt to transmit the higher-class frame 
(resuming at step 506). In one implementation, MAC QoS controller 408 computes a 
back-off period, and waits until the back-off period has elapsed, before attempting to 
transmit the higher-class frame. The attempt count n is reset before computing this 
back-off period. In one such implementation, the back-off period is computed as a 
function of the class of service of the higher-class frame. 

[0044] FIG. 6 shows a portion of a half-duplex network switch 606 according to one 

implementation. Switch 606 can replace switch 106 in the home network 100 of FIG 
1. Ports 605 A and 605B communicate with each other through a switch controller 
602 and a memory 604. Each port includes a MAC 606. MAC 606A includes a 
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receiver 61 OA, a transmitter 612A, and a MAC QoS controller 608 A. Receiver 61 OA 
receives data arriving at terminal 614A, and places the data in memory 604 according 
to control signals asserted by switch controller 602. Transmitter 612A retrieves data 
from memory 604 according to control signals asserted by switch controller 602 and 
transmits the data at terminal 614B. MAC 606A includes a receiver 610B, a 
transmitter 612B, and a MAC QoS controller 608B. Receiver 61 0B receives data 
arriving at terminal 616A, and places the data in memory 604 according to control 
signals asserted by switch controller 602. Transmitter 612B retrieves data from 
memory 604 according to control signals asserted by switch controller 602 and 
transmits the data at terminal 616B. Each of receivers 610, transmitters 612, MAC 
QoS controllers 608, and switch controller 602 can be implemented using hardware, 
software, or any combination thereof. In one implementation, MAC QoS controller 
608 is a state machine. 

[0045] FIGS. 7A and 7B show a transmit process 700 of switch 606 according to one 

implementation. A frame of data received on some port 605 of switch 606 is stored in 
memory 604. After switch controller 602 determines the port 605 from which the 
frame should be transmitted, the frame is ready for transmission. In one 
implementation, memory 604 is segmented into different portions or queues for each 
port 605. 

[0046] When a MAC QoS controller 608 is ready to transmit a frame, switch 

controller 602 assembles a frame that is ready for transmission (step 702) by moving 
the pointer to the frame into the MAC 606. MAC QoS controller 608 includes an 
attempt counter for each class of service. Each attempt counter counts the number of 
transmission attempts for pending frames in one of the classes of service. A frame is 
considered to be "pending" in a MAC 606 after it has been assembled, but before it 
has been successfully transmitted or discarded. When a new frame is assembled for a 
MAC 606, the MAC QoS controller 608 resets to zero the attempt counter for the 
class of service of the new frame (step 704). 

[0047] Transmitter 612 then waits until its channel is not busy (step 706). Transmitter 

612 then waits the interframe gap (step 708) before starting transmission of the frame 
(step 710). Transmitter 612 monitors the channel for collisions during transmission of 
the frame (step 712). If the transmission is completed without collision (step 714), 
MAC QoS controller 608 determines whether any frames are pending that have a 
lower class of service than the frame just transmitted (step 720). Conditions that 
would cause a lower-class frame to be pending include a collision during transmission 
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of the lower-class frame that caused the lower-class frame to be superseded by a 
frame of a higher class of service, as described below. 

If no lower-class frames are pending, MAC QoS controller 608 asserts a 
"completed" signal, causing switch controller 602 to assemble a new frame (step 
702). However, if lower-class frames are pending, MAC QoS controller 608 selects 
the pending lower-class frame having the highest class of service (step 724), and 
attempts to transmit the selected frame (resuming at step 706). 

If a collision is detected during transmission of a frame (step 712), transmitter 
612 terminates the transmission (step 725) and sends a jam signal (step 726) to ensure 
that the other MAC involved in the collision detects the collision. MAC QoS 
controller 608 then increments the attempt counter for the class of service of the 
collision frame, and increments the attempt counters for all classes of service lower 
than the class of service of the collision frame (step 728). If the count maintained by 
any attempt counter exceeds a predetermined attempt threshold (step 730), the 
pending frames of the classes of service of those attempt counters are discarded (step 
732). 

In one implementation, the attempt threshold is the same for all classes of 
service. In another implementation, each class of service has a predetermined attempt 
threshold. In that implementation, a frame is discarded when the attempt count 
exceeds the attempt threshold for the class of service of that frame. In another 
implementation, each class of service has a predetermined attempt threshold, and a 
predetermined discard threshold is implemented. In that implementation, a frame is 
discarded only when the attempt count exceeds the attempt threshold for the class of 
service of that frame and the class of service of that frame falls below the discard 
threshold. 

If the collision frame is no longer pending (for example, because the current 
collision caused the attempt counter for the class of service of the collision frame to 
exceed the attempt threshold), MAC QoS controller 608 determines whether any 
frames are pending that have a lower class of service than the collision frame (step 
720). If no lower-class frames are pending, MAC QoS controller 608 asserts a 
"completed" signal, causing switch controller 602 to assemble a new frame (step 
702). However, if lower-class frames are pending, MAC QoS controller 608 selects 
the pending lower-class frame having the highest class of service (step 724), and 
attempts to transmit the selected frame (resuming at step 706). 
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If the collision frame is still pending (step 734), or if none of the attempt 
counters have exceeded the attempt threshold (step 730), MAC QoS controller 608 
causes switch controller 602 to determine whether a frame having a higher class of 
service than the collision frame is ready for transmission (step 736). In one 
implementation, this is accomplished as follows. MAC QoS controller 608 sends a 
"replace" signal to switch controller 602. The "replace" signal indicates the class of 
service of the collision frame. Switch controller 602 continually determines which of 
the frames ready for transmission by each MAC 606 has the highest class of service 
for that MAC 606. In response to the "replace" signal, switch controller 602 
determines whether the frame ready for transmission by the MAC 606 asserting the 
"replace" signal has a higher class of service than the collision frame. 

If a higher-class frame is ready, then switch controller 602 assembles the 
higher-class frame (step 742), which causes MAC QoS controller 608 to reset the 
attempt counter for the class of service of that higher-class frame (step 744), and to 
attempt to transmit that frame (resuming at step 706). In one implementation, MAC 
QoS controller 608 computes a back-off period , and waits until the back-off period 
has elapsed, before attempting to transmit the higher-class frame. The attempt count n 
is reset before computing this back-off period. In one such implementation, the back- 
off period is computed as a function of the class of service of the higher-class frame. 

However, if no higher-class frame is ready, MAC QoS controller 608 
computes a back-off period (step 738) and waits until the back-off period has elapsed 
(step 740) before attempting to transmit the collision frame again (resuming at step 
706). In one implementation, the back-off period for a frame is computed as specified 
by IEEE standard 802.3. In another implementation, the back-off period for a 
collision frame is computed as a function of the class of service of the collision frame, 
as described above. 

The invention can be implemented in digital electronic circuitry, or in 
computer hardware, firmware, software, or in combinations of them. Apparatus of 
the invention can be implemented in a computer program product tangibly embodied 
in a machine-readable storage device for execution by a programmable processor; and 
method steps of the invention can be performed by a programmable processor 
executing a program of instructions to perform functions of the invention by 
operating on input data and generating output. The invention can be implemented 
advantageously in one or more computer programs that are executable on a 
programmable system including at least one programmable processor coupled to 
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receive data and instructions from, and to transmit data and instructions to, a data 
storage system, at least one input device, and at least one output device. Each 
computer program can be implemented in a high-level procedural or object-oriented 
programming language, or in assembly or machine language if desired; and in any 
case, the language can be a compiled or interpreted language. Suitable processors 
include, by way of example, both general and special purpose microprocessors. 
Generally, a processor will receive instructions and data from a read-only memory 
and/or a random access memory. Generally, a computer will include one or more 
mass storage devices for storing data files; such devices include magnetic disks, such 
as internal hard disks and removable disks; magneto-optical disks; and optical disks. 
Storage devices suitable for tangibly embodying computer program instructions and 
data include all forms of non-volatile memory, including by way of example 
semiconductor memory devices, such as EPROM, EEPROM, and flash memory 
devices; magnetic disks such as internal hard disks and removable disks; magneto- 
optical disks; and CD-ROM disks. Any of the foregoing can be supplemented by, or 
incorporated in, ASICs (application-specific integrated circuits). 

[0056] A number of implementations of the invention have been described. Neverthe- 

less, it will be understood that various modifications may be made without departing 
from the spirit and scope of the invention. Implementations of the invention 
temporarily remove a "head-of-line" frame upon collision when a frame with a higher 
class of service is ready for transmission. In the described implementations, the 
attempt count n is reset before attempting to transmit the higher-class frame. In some 
implementations, a back-off period is computed based upon the attempt count n, and 
elapses before transmitting the higher-class frame. However, other methods can be 
used to select the value for the attempt count n and back-off period. Accordingly, 
other implementations are within the scope of the following claims. 
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